Supervisory Control and Data Acquisition (SCADA) systems are distributed networks dispersed over large geographic areas that aim to monitor and control industrial processes from remote areas and/or a centralized location. They are used in the management of critical infrastructures such as electric power generation, transmission and distribution, water and sewage, manufacturing/industrial manufacturing as well as oil and gas production. The availability of SCADA systems is tantamount to assuring safety, security and profitability. SCADA systems are the backbone of the national cyber-physical critical infrastructure. Herein, we explore the definition and quantification of an econometric measure of availability, as it applies to SCADA systems; our metric is a specialization of the generic measure of mean failure cost.
INTRODUCTION
The typical architecture of a Supervisory Control and Data Acquisition (SCADA) system relies on an Internet that often uses wireless technologies. In such architectures SCADA systems are more vulnerable to the new security challenges
The manuscript has been co-authored by a contractor of the U.S. Government under contract DE-AC05-00OR22725. Accordingly, the U.S Government retains a nonexclusive, royalty free license to publish or reproduce the published form of this contribution, or allow others to do so, for U.S. Government purposes.
Permission to make digital or hard copies of part or all of this work for personal or classroom use is granted without fee provided that copies are not made or distributed for profit or commercial advantage and that copies bear this notice and the full citation on the first page. Copyrights for third-party components of this work must be honored. For all other uses, contact the Owner/Author. including internal and external cyber-attacks. Three brief examples of SCADA security incidents include [1] :
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
In 2000, a disgruntled employee, gained unauthorized access into a compromised management system in Australia [1] . As a consequence, millions of liters of raw sewage have been spilled out into local parks and rivers, pumps failed to start or stop when specified, and alarms failed to be reported.
In 2006, an overload of network traffic cause a failure of a number of reactor recirculation pumps in the Browns Ferry nuclear plant in Alabama, US.
In 2009, both Chinese and Russian spies penetrated the U.S electric power grid, and left disruptive software programs using network-mapping tools.
Such key critical infrastructures, of which SCADA systems form the core, need to be available at all times. Continuous availability requires strong measureable security processes to protect against cyber-attacks.
The remainder of this extended abstract includes a brief overview of SCADA systems (Section 2). We then present the mean failure cost metric as a measure for security (Section 3). Section 4 specializes the generic concept of mean failure cost to the specific question of measuring availability for SCADA systems. We conclude by describing this proposed measure and discussing some differences with more common formulations.
BACKGROUND ON SCADA SYSTEM
The IEEE standard C37.1-2007 defines SCADA as: "A system operating with coded signals over communication channels so as to provide control of RTU equipment. The supervisory system may be combined with a data acquisition system by adding the use of coded signals over communication channels to acquire information about the status of the RTU equipment for display or for recording functions."
SCADA Architecture
The SCADA system consists of several components that communicate with each other. Based on several studies such as those described by Igure [2] and Hentea [3] 
SCADA communication components
As discussed in [2, 3] , communication links utilize:  Physical connections: including optical fiber, radio, satellite, etc., and SCADA are typically connected to the Internet through a gateway.

Logical connection: SCADA typically use standard logical network topologies, which circulate data through physical links.
Security issues on SCADA system
Availability, integrity and confidentiality (listed in priority order; usually referred to, in an IT context, as CIA reverse order) are the core requirements for cyber-physical security. Based on an extensive literature analysis, the Information Assurance & Security (IAS) Octave has been developed and proposed as an extension of the CIA-triad [4] . The IAS Octave includes confidentiality, integrity, availability, privacy, authenticity & trustworthiness, non-repudiation, accountability and auditability. The importance of security requirements depends on the nature/role of the system. The requirements in SCADA systems are different and focus on health, safety, environment factors and operational availability/reliability.
THE MEAN FAILURE COST AS A MEASURE OF SECURITY
In [5] [6] [7] [8] , a value-based metric, Mean Failure Cost (MFC) was introduced that quantifies the security of a computing system by the statistical mean of the random variable that represents for each stakeholder, the amount of loss that results from security threats and system vulnerabilities. Unlike other dependability measures which are intrinsic to the system, MFC depends not only on the system but also on the stakeholder, and takes into account the variance of the stakes that a stakeholder has in meeting each security requirement. MFC can be extended beyond security to capture other aspects of dependability, such as reliability, availability, safety, since it makes no distinction about what causes the potential loss. Furthermore, whereas other dependability models distinguish between several levels of severity in security failures, we have no need for such a classification since the cost associated with each requirement violation provides a way to quantify potential loss over a continuum. The Mean Failure Cost can be computed by means of the following formula:
MFC = ST ° DP ° IM ° PT
where:
The stakes matrix filled by stakeholders according to the stakes they have in satisfying individual requirements; it is composed of the list of stakeholders and the list of security requirements. Each cell expressed in dollars monetary terms and it represents loss incurred and/or premium placed on requirement. ST (Hi, Rj): Is the stake that stakeholders Hi has in meeting requirement Rj.
 DP: The dependency matrix is filled in by the system architect (i.e., cyber security operations and system administrators) according to how each component contributes to meet each requirement; each cell represents probability of failure with respect to a requirement given that a component has failed. DP (Rj, Ck): The probability that the system fails to meet requirement Rj if component Ck is compromise.
The impact matrix (IM) is filled by analysts according to how each component is affected by each threat; each cell represents probability of compromising a component given that a threat has materialized, it depends on the target of each threat, likelihood of success of the threat. IM (Ck, Th): The probability that Component Ck is compromised if Threat Th has materialized.
The vector of threat characterizes the threat situation by assigning to each threat category the probability that this threat will materialize over a unitary period of operation time.
QUANTIFYING AVAILABILITY
The classification of availability is somewhat flexible and is largely based on the type of downtime used in the computation and on the relationship with time (i.e. the span of time to which the availability refers One popular class is instantaneous (or point) availability, which is the probability that a system (or component) will be operational (up and running) at a specific time, t.
In order to apply the MFC approach to the calculation of mean failure cost stemming from loss of availability in a SCADA system, we need to collect the following information:
 The list of relevant availability requirements as they apply to SCADA systems.

The list of relevant stakeholders in a typical generic SCADA system.  A standard reference architecture of SCADA systems, detailing the main components and their role in the operation of the system.
The list of typical threats that SCADA systems are exposed to, by virtue of their vulnerabilities, and of typical perpetrator models.
We review these items in turn, below.
Availability Requirements
It is common to consider availability as a monolithic security requirement; but on closer inspection we can identify a structure therein. Indeed, a SCADA system delivers a broad range of services, and it is quite possible that due to cyber-attacks or to system failures, some of these services may be more available (i.e. available a higher percentage of the time) than others. Among the services that we see a SCADA system providing, we cite: 
Stakeholders
SCADA systems span a broad range of application, each with a specific set of relevant stakeholders. For a general discussion, we adopt a broad list of stakeholders, with the qualification that any particular stakeholder may have a subset of these. We consider the following set:
 The engineering department/ utility company.

The financial department/ utility company.
The management department/ utility company.
The Government as regulatory agency.
The Government as custodian of national infrastructure.
The Government as service provider.
 The SCADA operator.
 Relevant/ concerned civic organizations (e.g. relevant environmental concerns).
 End users.
 End user organizations.
SCADA Architecture
We adopt the reference architecture proposed by Berg and Stamp [9] , which cites the following generic components: 

The System and Plant Control Center, which includes modules for data collection, data archiving, data analysis.
 Automation Oversight, which includes such functions as ISO's (Independent System Operators), RTO's (Regional Transmission Operators) and PX's (Power Exchanges).
To these four system components, we add a fifth component, which may offer a conduit for channeling attacks into a SCADA system, namely the human component; indeed some of the attacks that we cite in the next section can be carried out through emails to system users. 
SCADA Threats

Availability Estimation, and Applications
In order to estimate the availability of a particular SCADA system, we must compute all the relevant matrices; this involves, in general, a detailed analysis of the stakes that each stakeholder has in the availability of each service, as well as the probabilities of requirement violation contingent upon the failure of each component, the probabilities of component failures contingent upon the advent of each security threat, and the probability of each security threat within a unit of time. Because we are talking about SCADA systems in general rather than one such system in particular, we use generic data rather that stems from empirical SCADA studies.
As per the assumptions of the MFC model, we assume that no more than one threat materializes within a unit of time; that whenever a threat materializes it causes the failure of no more than one component; and that when a component fails it causes no more than one requirement to be violated. The Stakes matrix represents, for a stakeholder and a requirement, the amount of loss (in $K) the selected stakeholder stands to incur if the selected requirement is violated. The dependability and impact matrices are stochastic matrices (where the sum of each column is 1) without dimension. The threat vector has a probability distribution (that adds up to 1) and represents the probability that each threat has to materialize during a unitary duration of time (as well as an entry for the event that no threat materializes). This vector introduces a denominator in the form of a unit of time, so that the product of all four matrices produces a vector whose dimension is dollars per unit of time; this vector contains the mean failure cost of each stakeholder of the system.
We have discussed in [6] how the mean failure cost can be used to estimate the return on investment of a given security defense, for individual stakeholder and for the overall stakeholder community. This can be applied to estimate the ROI of common SCADA defenses, such as [10, 11] : 
CONCLUSION
In this paper we have specialized the generic MFC model in two ways: First by considering the requirement of availability; and second, by focusing specifically on SCADA systems, with their specific pattern of stakeholders, reference architecture, typical threats, and common defense mechanisms. Using empirical or analytical data, the MFC model can estimate the mean failure cost of each stakeholder, as well as determine the worthiness of any defense mechanism for individual stakeholders as well as for the broad stakeholder community. Our metric estimates availability in econometric terms, there by supporting rational decision making.
